
solving forward™

A Better Way to Manage Data  
in Virtualized Environments

Improving Data Availability, Reducing Complexity, 
and Minimizing Cost and Risk

A CommVault® Virtualization White Paper



Contents

Executive Summary 3

Virtualization Creates Complex Data Management Challenges 3

The Need for a Comprehensive Solution 5

Simpana® Software—A Better Data Management Solution 6

Addressing Data Management Challenges 7

The Best Data Management Solution for Virtualized Environments 8

solving forward™



A Better Way to Manage Data in Virtualized Environments

solving forward™

3

Executive Summary

Would you like to eliminate the threat of data loss or service disruption and maximize your return on investment 

across the enterprise? The solution is consolidation: Just as virtualization allows you to consolidate your servers,  

CommVault® Simpana® software allows you to consolidate your data management across physical and virtual  

environments to improve data protection, resource utilization and return on investment.

While virtualization enables better server utilization by allowing one physical “box” to host dozens of virtual  

machines with their associated applications and data, it creates unexpected, complex data management  

challenges. With high server utilization and the extra layer of virtualization, you must rethink your approaches  

for data protection, recoverability, application consistency and data manageability. 

CommVault makes it possible for enterprises to meet data management challenges by providing a single  

product to easily control all aspects of data management for physical and virtual servers, including data protection, 

archiving, replication and reporting. Integrated to deliver a complete solution managed from a single console,  

CommVault Simpana software provides superior data protection, facilitates storage optimization, and delivers a 

flexible IT infrastructure that enables organizations to maximize the return on their investment in  

virtualization technology. 

Virtualization Creates Complex  

Data Management Challenges

Virtualization solutions can extend a data center beyond the  

limitations of its physical infrastructure to help reduce  

hardware and power costs, centralize systems, improve  

hardware utilization, and maximize available resources.  

However, they can disrupt traditional backup methods and limit 

options for recovery. Virtualization solutions also lack the tools 

necessary to comprehensively manage and automate virtual data 

centers. They thus fall short of providing a complete solution for reliable data protection, fast recovery, storage 

optimization and simplified management.

The business risks of operating without a comprehensive data management solution include data loss; service 

interruptions; inability to recover data after a disaster; inefficient use of IT, server, and storage resources; and  

reduced performance and availability of applications and data. To mitigate those risks, an enterprise that has  

deployed or plans to deploy a virtualized environment must be able to address data management challenges  

in the areas of data protection, storage optimization and IT infrastructure.

Industry awards for CommVault Simpana 

Software include first place in the 2007  

Storage Magazine and SearchStorage.com 

“Product of the Year” Backup and Disaster 

Recovery Software Category. CommVault  

Galaxy® Data Protection—a component of  

the Simpana suite—was the Silver Winner.
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Data Protection Challenges

  Too many virtual machines vying for server resources during backup can overload the physical host,  

causing failed backups and service interruption.

  Granular and full recovery of virtual machine data requires a completely different approach from traditional  

physical server recovery.

  Protection and recovery of applications in a virtual environment is complicated due to the inability to  

maintain application consistency, which creates a risk of data loss.

  Maintaining a disaster recovery site requires expensive hardware, network bandwidth and administrative time, 

which significantly impact a company’s bottom line, risk management and performance. 

Storage Optimization Challenges

Keeping up with the demand for storage becomes increasingly difficult as data grows exponentially across  

physical and virtual environments. To take advantage of key features for high availability, companies are  

moving to more-expensive networked storage. 

  Off-host backup and granular recovery of large virtual environments requires expensive storage systems  

that consume significant space and power, thereby impacting operational costs.

  Multiple redundant copies of data are dispersed across applications, storage tiers, and physical and virtual  

environments, with little ability to track and manage those copies.

  As the primary data store becomes more expensive, the cost of stale data on valuable primary storage  

space becomes more of an issue.

IT Infrastructure Challenges

At the IT infrastructure level, virtualization can create sprawling environments.

  As the number of virtual servers soars, data management tools have difficulty scaling and managing  

data protection policies and backup copies, which impacts risk management and operations. 

  The floating nature of virtual machines and the lack of a consistent data management strategy increases  

the time it takes to find, access, and recover data spread across physical and virtual environments.

  Standardizing a data management strategy and policy to meet SLAs across physical and virtual  

environments is extremely complicated.
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The Need for a Comprehensive Solution

Server virtualization changes the entire landscape of your data center and offers an opportunity to consolidate  

your data management processes while consolidating your server infrastructure. Furthermore, since you will  

need to increase the level of protection and more aggressively track your data, you will want a solution that covers 

more than backup and recovery. Finally, since your virtualized environment will likely span multiple applications, 

storage systems, and sites, you need a heterogeneous, end-to-end solution. The ideal solution meets challenges 

in all three areas—data protection, storage optimization and IT infrastructure—and simplifies the task of data  

management across physical environments and your disparate, distributed, virtualized environments. 

First, you need a comprehensive solution for protecting data 

in a virtual server environment. Virtualization makes the use of 

traditional backup methods unworkable; the preferred method is 

to use a proxy for backup. You can perform file level or full image 

level backup using the proxy. However, full image backups  

consume excessive storage, lengthen the time it takes to  

perform backups, and require a lengthy, two-step recovery 

process to restore the data to the original client. To meet today’s 

demanding SLAs; you need to find the right balance between full 

virtual machine recovery and individual file recovery. CommVault 

provides multiple, flexible options that can be combined to  

deliver more granularity for faster, one-step recovery of  

individual files to physical or virtual systems.  

Second, you need a way to optimize your storage infrastructure. 

By identifying the redundant data in your environment,  

CommVault makes it easy to reduce the cost of primary and  

secondary storage. CommVault’s deduplication technology  

eliminates duplicate files, emails, and messages across your  

environment, allowing more recovery copies to be stored on disk for faster recovery. CommVault’s unique  

indexing and compression ensure high speed performance and rapid recovery.

Finally, you need a flexible IT infrastructure. CommVault solutions are built on a single technology engine that  

allows customers to expand from backup to replication to archival to storage management, without learning new 

technologies or installing new infrastructure. CommVault offers leading solutions that work from remote office to 

data center and unique integration with leading storage technology vendors to help leverage the tools you already 

deploy in your enterprise. Server virtualization demands flexibility that only CommVault can deliver. 

Unlike competing solutions with limited platform support and lack of integration, the CommVault Simpana software  

is a single product that fully integrates backup, archive and replication across physical and virtual environments. 

”VMware implementations are booming, 

with one of the few things holding back 

production rollouts being the ability to  

have tightly integrated backup and recovery 

capabilities of virtual machines, no  

matter where they are or where they move 

to. CommVault support for VMware goes 

far beyond just backup and puts disaster 

recovery right into the hands of the VMware 

administrator, enabling them to bring up a 

virtual machine anywhere and keep all the 

associated data instantly recoverable. It’s 

really smart stuff.” 

Steve Duplessie, founder and senior analyst, 

Enterprise Strategy Group
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This provides unlimited scalability and efficiencies through simplified management, tiered and shared storage,  

and better use of data and resources.

 

Simpana Software—A Better Data Management Solution

CommVault Simpana Software directly addresses all the challenges of data management in a virtualized environment, 

with the same granularity, flexibility, consistency, and reliability available to physical environments. It enables  

enterprise customers to reduce the risk of data loss and service disruption, optimize storage utilization, simplify  

the management of physical and virtual servers, and implement a cost-effective disaster recovery strategy.  

Simpana software takes a Singular Information Management® approach to data management that uses a single,  

efficient, scalable product to perform a complete range of data management functions. Offering an expandable range 

of application modules, Simpana software provides multiple backup and recovery options; a flexible IT infrastructure 

for data protection across physical and virtual servers; and fast, cost-effective disaster recovery to ensure business  

continuity. Simpana software includes data archiving, backup and recovery, data resource management, and  

replication and snapshot management. When used in combination, these capabilities provide unique and compelling 

benefits for managing data—all from a single console.

Simpana Software Platform Benefits

Simpana software provides a single console from which to easily manage all aspects of data protection,  

archive management, recovery management and replication of physical and virtual servers. Benefits of  

Simpana software include:

 Simplifies and expands data protection and recovery options

 Facilitates implementation of tiered storage

 Increases application and data availability

 Enables consolidated backup of virtual servers

 Improves backup efficiency and reliability

 Enables hot backups of virtual machines

 Shares storage for backup and archiving across physical and virtual servers

 Provides one interface to learn for data management

CommVault® Simpana® Software Singular Information Management®
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Addressing Data Management Challenges

Simpana software directly addresses the key challenges in data protection, storage optimization and IT infrastructure.

Best-in-Class Data Protection

Simpana software enhances and extends the disaster recovery benefits of virtualization with unique capabili-

ties that enable organizations to:

 Improve performance, protection and service levels using CommVault agents for virtual environments.

  Optimize recovery and backup media consumption by leveraging File and Full Image backup capabilities with 
compression and deduplication.

 Ensure applications are protected and recoverable using the CommVault application iDataAgent.

  Deploy fast, cost-effective, reliable disaster recovery for all environments, applications, locations and points-in 
time by using CommVault Continuous Data Replicator (CDR).

Most-Efficient Storage Optimization

Simpana software enables enterprises to optimize the use of 

storage resources in a virtualized environment by making it 

possible for them to:

  Manage and retain more data with less storage and  
resources, and reduce their storage footprint by  
leveraging Simpana software’s smarter management  
policies and deduplication capabilities.

  Share storage for backup and archive across physical and 
virtual servers.

  Eliminate redundant data copies across backup, archive, 
physical and virtual environments.

 Archive stale data across physical and virtual environments.

Most-Flexible IT Infrastructure

Enterprises can maximize their ROI in servers and storage by deploying Simpana software,  

enabling them to:

 Leverage infinite scalability to improve operational efficiency and reduce risk.

  Improve data management, recovery, and cost efficiencies across physical and virtual environments  
with a single solution.

As we harden our DR plan, we are looking  

to take advantage of the benefits of an  

integrated VMware and CommVault solution. 

CommVault’s products together with their  

DR best-practice recommendations will allow 

us to maintain a competitive advantage as we 

move to consolidate backups and streamline 

operations using VCB.”

Dave Caporaso, manager,  

Technical Services, Ricoh Corporation

“
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The Best Data Management Solution for Virtualized Environments 

Enterprise customers need to reduce the risk of data loss and service disruption, optimize storage utilization, sim-

plify the management of physical and virtual servers, and implement a cost-effective disaster recovery strategy. 

CommVault Simpana software meets all those needs by providing multiple backup and recovery options, a flexible 

IT infrastructure for data protection across physical and virtual servers, and fast, cost-effective disaster recovery to 

ensure business continuity.

 

About CommVault

A singular vision—a belief in a better way to address 

current and future data management needs—guides  

CommVault in the development of Singular Informa-

tion Management® solutions for high-performance data 

protection, universal availability and simplified 

management of data on complex storage networks. 

CommVault’s exclusive single-platform architecture 

gives companies unprecedented control over data 

growth, costs and risk. CommVault’s Simpana software suite of products was designed to work together seamlessly 

from the ground up, sharing a single code and common function set, to deliver superlative data protection, archive, 

replication, search and resource management capabilities. More companies every day join those who have  

discovered the unparalleled efficiency,performance, reliability, and control only CommVault can offer. Information 

about CommVault is available at www.commvault.com. CommVault’s corporate headquarters is located in  

Oceanport, New Jersey in the United States.

www.commvault.com n 888.746.3849 n E-mail: info@commvault.com
CommVault Worldwide Headquarters n 2 Crescent Place n Oceanport, NJ 07757 n 888-746-3849 n Fax: 732-870-4525  
CommVault Regional Offices: United States n Europe n Middle East & Africa n Asia-Pacific n Mexico & Latin America n Canada n India n Oceania 

©1999-2008 CommVault Systems, Inc. All rights reserved. CommVault, CommVault and logo,  the “CV” logo, CommVault Systems, Solving Forward, SIM, Singular Information  
Management, Simpana, CommVault Galaxy, Unified Data Management, QiNetix, Quick Recovery, QR, CommNet, GridStor, Vault Tracker, InnerVault,  QuickSnap, QSnap, 
Recovery Director, CommServe, CommCell and ROMS are trademarks or registered trademarks of CommVault Systems, Inc. All other third party brands, products, service 
names, trademarks, or registered service marks are the property of and used to identify the products or services of their respective owners. All specifications are subject to 
change without notice. 
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