
The Challenge

Server virtualization delivers such benefits as lowering total cost of ownership for 
servers, increasing operational efficiency, and delivering higher server utilization. It also 
provides a cost-effective platform for ensuring business continuity and disaster recovery. 
But for all its benefits, it creates a whole new level of management complexity and 
presents challenges across the enterprise in the areas of data protection, storage  
optimization and IT infrastructure. 

By allowing one physical “box” to host dozens of virtual machines with their associated 
applications and data, virtualization limits server resources available for data protection 
and complicates storage infrastructure and network requirements. Traditional agent-
based backup does not work efficiently in a virtual environment. Virtualization further 
complicates the task of protecting and recovering applications. These data protection 
challenges combine to increase the risk of data loss and service disruption.

Off-host backup and granular recovery requires expensive storage systems that  
consume significant space and power. Keeping up with the demand for storage  
becomes increasingly difficult as data grows exponentially across physical and virtual 
environments. Resulting challenges include managing and retaining more data while 
consuming less storage and resources; tracking and managing multiple redundant  
copies of data dispersed across physical and virtual environments; and managing  
expensive, primary data stores to minimize the cost of stale data.

At the IT infrastructure level, virtualization can create sprawling environments. As  
the number of virtual servers soars, data management tools have difficulty scaling  
and managing data protection policies and backup copies, which impacts risk  
management and operations. 

Virtualized environments typically span multiple applications, storage systems, and 
sites, requiring a heterogeneous, end-to-end solution that simplifies the task of data 
management across physical environments and disparate, distributed, virtualized  
environments. The business risks of operating without a comprehensive data  
management solution include data loss; service interruptions; inability to recover  
data after a disaster; inefficient use of IT, server, and storage resources; and  
reduced performance and availability of applications and data. 

Managing Data More Effectively  
in Virtualized Environments
Improve Data Availability, Reduce Complexity,  
Minimize Cost and Risk

K E Y  B E N E F I T S

Consolidate and automate 
data management across 
physical and virtual  
environments

Improve performance,  
protection and service levels

Improve operational  
efficiency

Increase backup efficiency 
and reliability

Ensure application and data 
availability

Deploy fast, cost-effective 
disaster recovery

Optimize storage utilization

Leverage a single, unified 
management platform

K E Y  C A PA B I L I T E S

Comprehensive Data  
Management—Control aspects 
of data management for physical 
and virtual servers, including 
data protection, archiving,  
replication and reporting.

Simplified Administration—
Standardize tools and best 
practices across the enterprise; 
automate data lifecycle manage-
ment across storage tiers and 
physical or virtual environments; 
centralize logging, reporting and 
auditing.

                            continued on pg. 2

Solution Brief

    



    

solving forward™

K E Y  C A PA B I L I T E S 
         continued from pg. 1

Expandable Platform— 
Expand from backup to  
replication to archiving to  
storage management, without 
learning new technologies or 
installing new infrastructure. 

Storage Optimization—Share 
storage for backup and archiving 
across physical and virtual  
servers; archive stale data; 
eliminate redundant data copies 
across the backup and archive 
tier; retain more data copies 
without increasing storage 
requirements.

Single Management  
Console—Consolidate, manage 
and automate data archiving, 
data protection, replication and 
snapshot management— 
all from a single console.

Improved Data Protection and 
Recovery—Perform full virtual 
machine recovery or granular 
recovery of individual files; 
ensure and maintain applica-
tion consistency as part of the 
backup operation; seamlessly 
replicate data from P2V or V2V 
servers.

CommVault’s Simpana® 
software suite of Backup and 
Recovery, Archive, Replica-
tion, Resource Management 
and Search is designed to 
work together seamlessly 
from the ground up, sharing 
a single code and common 
function set. This exclusive 
single-platform architecture 
enables unparalleled software 
efficiency, performance and 
reliability for unprecedented 
control over data growth, 
costs and risk.

The CommVault® Solution

CommVault® Simpana® software directly addresses the challenges of data  
management in a virtualized environment, with the same granularity, flexibility,  
consistency, and reliability available to physical environments. It enables enterprise  
customers to reduce the risk of data loss and service disruption, optimize storage  
utilization, simplify the management of physical and virtual servers, and implement  
a cost-effective disaster recovery strategy. 

CommVault solutions are built on a single technology platform that offers the flexibility  
to expand from backup to replication to archiving to storage management, without 
learning new technologies or installing new infrastructure. All these capabilities are  
integrated into a single, efficient, scalable product that delivers a complete solution  
for physical and virtual servers—and can be managed from a single console. Comprising  
an expandable range of application modules, Simpana software provides multiple 
backup and recovery options, a flexible IT infrastructure for data protection, and  
disaster recovery to ensure business continuity. 

Conclusion

Enterprise customers need to reduce the risk of data loss and service disruption,  
optimize storage utilization, simplify the management of physical and virtual servers, 
and implement a cost-effective disaster recovery strategy. CommVault Simpana  
software meets all those needs by providing multiple backup and recovery options,  
a flexible IT infrastructure for data protection across physical and virtual servers,  
and fast, cost-effective disaster recovery to ensure business continuity.

For more information on CommVault solutions for VMware environments:

www.commvault.com/solutions/vmware
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